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ABSTRACT
Reliable environmental sensor data are fundamental for accurate 
urban climate modeling and evidence-based planning. 
Conventional physics-based quality control (QC) methods apply 
fixed thresholds to flag physically implausible values, but they 
often fail to detect subtle, context-dependent anomalies. This 
study introduces a hybrid QC framework that integrates conserva
tive physical constraints with a probabilistic machine-learning 
approach based on Positive-Unlabeled XGBoost (PU-XGBoost). 
Using data from the CROCUS Urban Integrated Field Laboratory in 
Chicago, the framework generates anomaly likelihood probabilities 
rather than binary flags, allowing confidence-weighted data evalua
tion. The results demonstrate that the hybrid method effectively 
captures both gross and latent sensor errors overlooked by rule- 
based QC, while maintaining interpretability through physically 
informed features. Feature importance analysis highlights the 
dominant roles of temporal statistics, sensor type, and environmen
tal context in anomaly detection. Overall, the proposed hybrid 
framework provides a scalable and interpretable foundation for 
self-adaptive quality assurance in next-generation urban environ
mental sensing networks.
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1. Introduction

In modern urban environments, large networks of sensors continuously monitor 
meteorological and environmental conditions such as air temperature, humidity, 
wind speed, precipitation, and air quality. Soil sensors are increasingly included to 
capture below-ground variability, which is essential for understanding spatial 
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heterogeneity in urban ecosystems (Wienhold et al., 2024). These measurements form 
a foundational resource for informed urban greening and planning decisions and for 
driving high-resolution urban climate models (Chen et al., 2011; Masson et al., 2020; 
Pan et al., 2015). City planners and infrastructure designers rely on accurate, high- 
quality sensor data to capture micro-scale patterns and to design effective mitigation 
strategies such as enhancing canopy cover, optimizing green infrastructure, and 
improving ventilation to reduce urban heat (Jha et al., 2015; Lee & Berkelhammer,  
2024; Muller et al., 2013; Rashid & Rehmani, 2016; Yang et al., 2023). However, the 
value of such dense observations is directly tied to their reliability: erroneous sensor 
readings can propagate through analysis and models, potentially leading to biased 
conclusions or suboptimal policy interventions. Therefore, ensuring the trustworthi
ness of urban sensor data is a critical prerequisite for any data-driven planning or 
climate modeling endeavors (Ching et al., 2018; Masson et al., 2020; Massoud et al.,  
2023).

Despite the importance and need for urban sensor networks, maintaining sensor 
reliability in complex urban settings is challenging (Hill, 2015; Lin & Hubbard, 2004). 
Urban sensors are often deployed in harsh, heterogeneous environments, which are 
exposed to weather extremes, heavy air pollution, and physical disturbances like vibra
tions from traffic, vandalism, or construction. Connectivity and power issues can further 
compromise data continuity and quality. Moreover, the urban landscape itself introduces 
significant variability: measurements can legitimately differ greatly between adjacent 
street canyons, open parks, and industrial and residential areas, or exhibit sudden shifts 
due to localized events. This variability complicates the task of distinguishing true 
environmental signals from sensor malfunctions. As a result, raw data collected from 
city sensor networks may contain a wide array of anomalies—outliers, biases, and drifted 
baselines—that must be identified and addressed to prevent degraded data from skew
ing any downstream analysis (Beele et al., 2022; Chen et al., 2021; Duarte Rocha et al.,  
2021; Peters et al., 2021; Sakthivel & Sengupta, 2025).

Quality control (QC) of environmental sensor data has traditionally relied on straight
forward rule-based techniques, among which physical thresholding is a primary tool 
(Feng et al., 2025; Sun et al., 2015; Yang et al., 2021). In a threshold-based anomaly 
detection approach, any sensor reading that falls outside predetermined plausible 
bounds, or changes too abruptly beyond expected norms, is flagged as potential error. 
For example, a temperature measurement far above the highest recorded value for the 
city, or a sudden physically implausible jump in humidity, would be automatically marked 
as erroneous by such a rule (Kabir et al., 2022; Liu et al., 2018; Yang et al., 2008). This 
technique leverages domain expertise—encapsulating fundamental physical constraints 
and reasonable expectations for the measurements—and it is straightforward to imple
ment in practice.

However, static threshold rules exhibit significant limitations when applied to 
urban datasets. Fixed thresholds or relationships cannot accommodate context or 
gradual shifts (von Arx et al., 2013); a rigid cutoff may misidentify a legitimate but 
rare environmental extreme as errors, simply because it falls outside an expected 
range, while a subtle sensor fault (for instance, a slow calibration drift) that keeps 
readings within nominal bounds can go undetected. Moreover, threshold-based 
decisions provide only binary outcomes with no gradation of confidence or 

2 J. LEE ET AL.



severity. This all-or-nothing approach can lead to unnecessary data loss and fails to 
capture the uncertainty associated with sensor measurements, making it insuffi
cient for reliably managing the full spectrum of data quality issues in an urban 
sensor network.

To address these shortcomings, more advanced anomaly detection or error 
detection techniques based on machine learning have been explored in recent 
years (Daurenbayeva et al., 2025; Fazai et al., 2018; Santoso et al., 2023; Warriach & 
Tei, 2013; Wellyantama & Soekirno, 2021). Machine learning models can learn 
complex patterns from historical sensor data and automatically detect observations 
that deviate from expected behavior across time and space. Unlike simple thresh
olds, these models can consider multiple variables and relationships simultaneously 
—capturing temporal trends, spatial correlations among neighboring sensors, and 
multivariate anomalies that would be difficult to define with manual rules. For 
instance, a supervised classifier, such as XGBoost (Chen et al., 2024; Henriques 
et al., 2020) or isolation forests (Lesouple et al., 2021; Xu et al., 2017), can be 
trained on past examples of faulty versus healthy sensor readings to recognize 
subtle signatures of sensor malfunctions, such as the gradual drift of a temperature 
sensor or the intermittent noise in an air quality sensor. In the context of urban 
environmental monitoring, such data-driven approaches have demonstrated the 
potential to identify anomalies that simple thresholds would miss, thereby improv
ing detection sensitivity.

Motivated by this need for synergy, this study proposes an approach that integrates 
domain knowledge with machine learning in a unified probabilistic framework for sensor 
data quality assessment. In our framework, we apply basic physical limits as feature inputs 
and to set reasonable bounds, while the machine learning component evaluates each 
data point using both the raw observation and these domain-informed features. 
Importantly, the outcome of this hybrid analysis is not a rigid pass/fail judgment but 
a probabilistic confidence score indicating the likelihood that a given sensor reading is 
valid.

A key advantage of expressing data quality in probabilistic terms is the 
improved utility of sensor information in downstream modeling and decision- 
making processes. In an urban climate modeling context, probabilistic quality 
scores allow models to ingest sensor observations together with their associated 
confidence levels. Rather than outright discarding a measurement flagged as 
suspect, a model can use the quality probability as a weight—diminishing the 
influence of less reliable data points without entirely omitting them. In this study, 
the proposed framework is demonstrated using data from an urban sensor network 
in Chicago, showing that it can more effectively identify and quantify anomalies 
without discarding useful data.

The remainder of this paper is organized as follows. Section 2 describes the data 
sources and sensor network configuration. Section 3 outlines the physics-based 
and machine learning-based quality control methods. Section 4 presents the results 
and comparative analyses. Section 5 summarizes and discusses the key findings 
and their implications as well as limitation and future directions. Section 5 con
cludes the paper.
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2. Data

2.1. Waggle and MFR nodes

CROCUS is an Urban Integrated Field Laboratory located in the Chicago metropolitan 
area. The CROCUS project’s sensing network in Chicago consists of a distributed array of 
instrument nodes designed for comprehensive urban environmental monitoring (O’Brien, 
Tuftedal, Gala, et al., 2024b; O’Brien, Tuftedal, Wawrzyniak, et al., 2024; Pal et al., 2024). 
Data collection is ongoing as part of the continuous CROCUS Urban Integrated Field 
Laboratory operation. However, the data collection reported in this study only spans from 
October 2024 to April 2025, although individual sensor installation dates vary as early as 
May 2022. The network consists of 13 distinct sites (Figure 1), each equipped with 
a primary Waggle node. A Waggle node is an integrated sensor platform with on-board 
edge computing, developed to support AI-driven data processing in situ (Balaprakash 
et al., 2021). Each Waggle node hosts a suite of meteorological and atmospheric sensors, 
typically mounted on building rooftops or towers in the study area, with additional 
distributed sensors transmitting to the node via LoRaWAN. These sensors measure 
standard meteorological variables (air temperature, relative humidity, barometric pres
sure, wind speed, and direction) as well as precipitation (rainfall rate and accumulation). 
Waggle nodes also carry air quality sensors, as summarized in Table 1.

All sensor readings on a Waggle node are time-synchronized and processed locally by 
the node’s computing unit, enabling initial quality checks and data reduction before 
transmission. Each node operates continuously, transmitting data in near-real-time via 

Figure 1. Locations and IDs of the 13 Waggle nodes across the Chicago metropolitan area. The map 
displays the city boundaries (yellow outline), with a scale bar and compass-based cardinal directions 
provided for spatial reference.
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a cloud-connected platform, yielding high-resolution insight into urban microclimates. 
Data from the Waggle nodes are typically recorded at fine temporal granularity (on the 
order of sub-seconds to minutes for most variables), which can be aggregated or sum
marized over longer intervals (e.g., generating hourly means or totals).

In parallel with the rooftop or elevated atmospheric sensors (Waggle), Mobile Field 
Research (MFR) nodes are deployed at ground level to monitor subsurface and near- 
surface conditions, primarily with soil and hydrologic sensors (Tables 1 and 2). MFR nodes 
also record near-surface atmospheric data to complement the Waggle observations. The 
two systems operate at the same 13 observation sites across the CROCUS network 
(Figure 1), but their vertical placement differs systematically. Waggle nodes are typically 
installed on building rooftops or elevated platforms to minimize obstruction for transmis
sion and optimize atmospheric and air-quality measurements, while the corresponding 
MFR nodes are positioned at ground level within the same property boundary— usually 
within tens of meters of the Waggle node’s footprint. This paired but vertically separated 
configuration enables concurrent observations of atmospheric and subsurface conditions, 
maintaining spatial correspondence between the two data streams. Figure 2 illustrates 
these representative configurations, showing the typical rooftop—ground deployment 
structure used across the network.

Data communication from MFR nodes occurs via wireless (LoRaWAN) links through the 
nearby Waggle computing unit. Each sensor has a programmable sampling frequency, 

Table 1. Summary of sensor types and the environmental variables each sensor measure at Waggle 
and MFR nodes.

Sensor Measuring Variable

BME280 Barometric pressure, relative humidity, 
air temperature (core)

BME680 Barometric pressure, relative humidity, 
air temperature (shield)

AQT530 Concentration of atmospheric pollutant & particulate matter (CO, NO, NO2, O3, PM1, PM2.5, PM10), 
barometric pressure, humidity, air temperature

WXT536 Barometric pressure, humidity, air temperature, rain accumulation, wind direction, wind speed
MFR Nodes Air temperature, heat flux, shortwave radiation (in, out, and net), longwave radiation (in, out, and 

net), soil temperature (at 15 cm, 30 cm, 45 cm, and 60 cm depth), soil volumetric water content 
(Soil VWC, at 15 cm, 30 cm, 45 cm, and 60 cm depth), vapor pressure deficit (VPD), water 
conductivity, water depth, water temperature

Table 2. List of Waggle node sites and location with installed sensor types and number of 
associated MFR nodes (if applicable).

Waggle Node Lat Lon Sensors and MFR Nodes

W0A4 41.7014 −87.9952 BME280, BME680, AQT530, WXT536
W0A1 41.9055 −87.7033 BME280, BME680, AQT530, WXT536
W0A0 41.7770 −87.6097 BME280, BME680, AQT530, WXT536, MFR (3)
W09E 41.8681 −87.6133 BME280, BME680, AQT530, WXT536
W09D 41.7952 −88.0061 BME280, BME680, AQT530, WXT536
W09A 42.0514 −87.6776 BME280, BME680, AQT530, WXT536
W099 42.0514 −87.6776 BME280, BME680, AQT530, WXT536, MFR (1)
W098 41.7013 −87.9948 BME280, BME680
W096 41.8694 −87.6458 BME280, BME680, AQT530, WXT536, MFR (2)
W095 41.8848 −87.9787 BME280, BME680
W08E 41.7198 −87.6128 BME280, BME680, AQT530, WXT536, MFR (2)
W08D 41.9805 −87.7166 BME280, BME680, AQT530, WXT536, MFR (2)
W08B 41.8229 −87.6096 BME280, BME680, AQT530, WXT536

BIG EARTH DATA 5



and in this study all data were aggregated into 30-minute intervals for consistency. Only 
variables with continuous and reliable coverage across multiple nodes were analyzed, 
including air temperature, relative humidity, barometric pressure, wind speed, vapor 
pressure deficit, soil temperature, and volumetric water content. Variables such as short
wave and longwave radiation were excluded due to limited temporal coverage and 
inconsistent calibration across nodes. The resulting final dataset contains roughly 
10,000 observational time series of 30-minute intervals and 363 variable measurements, 
yielding a total of over 3.6 million individual records used for model development and 
evaluation. Table 3 describes the descriptive statistics for the sensor-variable combina
tions used in this study.

2.2. Sensor types and functional differences

The CROCUS network integrates multiple commercial environmental sensors that differ in 
measurement principles, internal architecture, and environmental sensitivities. 
Understanding these distinctions is important for interpreting potential differences in 
data quality and error behavior among sensor types.

Among the Bosch environmental sensors used in the network, both the BME280 and 
BME680 measure air temperature, relative humidity, and barometric pressure. However, 
the BME680 includes an additional metal-oxide gas sensing element designed to detect 
volatile organic compounds (VOCs) and other trace gases. This component enhances 
sensitivity to ambient air chemistry but also increases susceptibility to drift or contamina
tion under high-VOC or polluted conditions. In contrast, the BME280 lacks this gas-sensing 
module and thus tends to exhibit greater stability under chemically variable environ
ments, although both sensors perform similarly for temperature, humidity, and pressure 
measurements. The inclusion of the gas channel in the BME680 also increases power 
consumption and thermal load, which can influence long-term stability within enclosed 
housings.

Figure 2. Representative configuration of Waggle and MFR nodes at CROCUS observation sites. (a) 
Schematic illustration showing the typical spatial arrangement of atmospheric Waggle nodes (often 
rooftop or elevated installations) and nearby MFR nodes measuring subsurface variables at ground 
level within the same property boundary. (b) Rooftop Waggle node installed on the Northwestern 
University site (W099). (c) Ground-level MFR node deployed in Northeastern Illinois University site 
(W08D).
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For the Vaisala instruments, the AQT530 and WXT536 are designed for complemen
tary measurement domains. The AQT530 functions primarily as an air-quality transmit
ter that combines electrochemical gas sensors with an optical particle counter and 
basic meteorological sensors, enabling simultaneous observation of gaseous and 
particulate pollutants. This configuration allows for rich chemical characterization of 
the urban atmosphere but also makes the sensor more sensitive to environmental 
contamination, humidity fluctuations, and calibration drift. The WXT536, in contrast, is 
a multi-parameter weather sensor measuring temperature, humidity, barometric pres
sure, wind speed and direction, and precipitation using ultrasonic anemometry and 
impact-based rainfall detection. Because it relies on physical rather than chemical 
sensing components, the WXT536 is less affected by pollutant exposure but may 
exhibit transient errors during strong winds, heavy rain, or condensation on transducer 
surfaces.

These differences in sensing mechanisms and environmental exposure help 
explain the distinct error signatures observed across sensor models in later sec
tions. Recognizing these contrasts provides context for interpreting both the 
physics-based and machine-learning-based quality-control results presented in 
this study.

Table 3. Descriptive statistics of the raw sensor readings used in this study.
Sensor Variable Unit Min Max Mean Median Std

AQT CO ppm 0.00 6.61 0.11 0.08 0.14
AQT Relative humidity % 17.47 100.00 63.14 62.89 17.47
AQT NO ppm 0.00 1.62 0.01 0.00 0.01
AQT NO2 ppm 0.00 6.33 0.02 0.01 0.02
AQT O3 ppm 0.00 2.16 0.02 0.02 0.01
AQT PM1 μg/m3 0.00 1,323.83 10.25 5.53 19.42
AQT PM10 μg/m3 0.00 2,934.14 23.05 12.68 57.74
AQT PM2.5 μg/m3 0.00 2,244.30 13.47 6.87 30.09
AQT Barometric pressure hPa 938.75 1,018.25 992.48 993.23 8.09
AQT Air temperature °C −22.69 30.18 7.04 6.66 7.86
BME280 Barometric pressure Pa 95,570.67 101,812.16 99,257.74 99,331.66 837.25
BME280 Relative humidity % 0.03 69.96 16.76 16.62 4.40
BME280 Air temperature °C −1.76 62.06 28.75 28.36 8.91
BME680 Barometric pressure Pa 57,268.58 106,269.52 97,933.16 99,512.35 3,266.96
BME680 Relative humidity % 0.00 99.90 60.56 61.95 18.51
BME680 Air temperature °C −21.03 33.91 8.87 8.50 7.77
MFR Air temperature °C −21.57 31.78 5.56 5.47 7.96
MFR Soil temperature (15 cm) °C −8.19 23.88 6.67 5.82 4.99
MFR Soil temperature (30 cm) °C −2.69 21.44 7.02 6.22 4.55
MFR Soil temperature (45 cm) °C −0.09 20.75 7.43 6.62 4.21
MFR Soil temperature (60 cm) °C 0.00 20.88 7.81 6.95 3.98
MFR Vapor pressure deficit kPa 0.00 3.66 0.35 0.22 0.36
MFR Soil volumetric water content (15 cm) % 2.00 43.76 26.52 27.30 4.02
MFR Soil volumetric water content (30 cm) % 5.27 48.26 29.18 28.97 3.67
MFR Soil volumetric water content (45 cm) % 15.75 42.29 27.72 27.73 1.43
MFR Soil volumetric water content (60 cm) % 11.19 38.22 25.80 25.92 1.32
MFR Water conductivity μS/cm 0.00 3,409.00 775.74 519.50 357.15
MFR Water depth mm −11.00 5,507.00 1,964.65 1,877.33 267.05
MFR Water temperature °C −0.60 15.60 11.69 11.62 1.20
WXT Relative humidity % 19.09 100.00 64.38 64.09 17.35
WXT Barometric Pressure hPa 955.22 1,016.95 991.32 992.10 8.22
WXT Air Temperature °C −22.99 30.02 6.51 6.14 7.84
WXT Rain accumulation mm 0.00 17.54 0.06 0.00 0.45
WXT Wind direction degrees 14.00 351.40 188.88 203.34 71.34
WXT Wind speed m/s 0.11 14.14 2.29 2.15 1.23
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2.3. Sources of sensor errors

Operating a sensor network in an urban environment presents numerous data quality chal
lenges. The raw data from the Waggle and MFR nodes often contain anomalies or errors arising 
from both environmental influences and instrument system limitations. The common sensor 
error types observed in the CROCUS urban deployment include spikes, clipping (saturation), 
stuck values, and consistent offset. Each of these error modes can be linked to specific causes, 
whether external (physical environmental factors) or internal (hardware, software, or network 
issues), and often they are associated with particular sensor types or conditions.

Transient spikes or outliers are brief, anomalous readings that deviate sharply from the 
expected range, often only for one or a few sampling intervals (Fang & Bate, 2017). In 
many cases, spikes are not genuine environmental events but instead reflect interference 
or momentary malfunctions. Spikes may also occur due to power supply fluctuations, 
transient electrical grounding issues, or digital communication errors (especially for MFR 
nodes as they communicate through wireless channels).

Clipping (saturation) errors occur when a sensor’s output reaches a design or physical 
limit and cannot record higher (or lower) values beyond that point. In the dataset, 
a clipped signal appears as a flattening or plateau at a maximum or minimum reading. 
Clipping results when environmental conditions exceed physical limitations in the sensor, 
physical limitations in the response of the data-acquisition system, or programmed 
limitations based on either the design sensor measurement range or rules based on the 
signal-to-noise ratio. Data quality control for clipping involves flagging any prolonged 
periods at exact sensor limits.

Stuck values are error types where a sensor’s output remains artificially constant (or 
jittering values) over a time when it should naturally vary. In dynamic urban conditions, 
most variables fluctuate at sampling intervals from hours to minutes. Thus, a completely 
flat time series for an extended duration often signals a problem. One cause of stuck 
values is sensor or logger failure, wherein the device stops updating but continues 
reporting the last known value. Another cause is software: some systems fill in missing 
data with the previous value or a default flag, which can appear as a constant reading if 
not clearly marked (Fang & Bate, 2017; Houston et al., 2019; Lugomer et al., 2017; Zhao & 
Zhao, 2023). Stuck value errors are typically detected by simple persistence checks: if 
a normally varying parameter does not change at all over a suspiciously long period, it 
should be flagged.

Sensor drift represents a subtle, yet significant type of sensor error characterized by 
a gradual shift or bias in sensor measurements away from their true values over extended 
periods. Such drift, if unaddressed, can result in persistent over- or underestimation of 
critical environmental variables, thereby undermining the integrity of data analyses. 
Commonly, sensor drift is driven by sensor aging processes, prolonged environmental 
exposure, and gradual deterioration of internal sensor components or calibration refer
ence standards. Persistent high offset errors are characterized by prolonged periods 
during which sensor values consistently remain elevated relative to a typical baseline. 
Unlike transient spikes, these persistent deviations exceed normal variations over 
extended durations, suggesting sensor calibration problems, systematic bias, or local 
environmental anomalies such as sensor contamination, shielding damage, or obstructive 
elements.
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3. Methods

3.1. Physics-based error detection

Physics-based error detection provides an initial, conservative assessment of data quality 
by leveraging explicitly defined physical constraints and empirical thresholds to identify 
sensor anomalies. Each measurement variable is systematically evaluated against a set of 
predefined criteria informed by realistic environmental conditions, inherent sensor limita
tions, and typical variability (Table 4). While most thresholds reflect plausible environ
mental ranges, some limits originate directly from sensor specifications. For example, the 
upper limit for particulate matter concentration (2000 µg m−3) reflects the saturation 
range of the AQT530 sensor, and the maximum rainfall accumulation limit (200 mm per 
30 min) corresponds to the acoustic detection constraint of the WXT536 sensor. These 
sensor-specific boundaries prevent misinterpretation of saturated signals as valid envir
onmental observations.

The physics-based QC framework applies the following eight criteria, designed to 
capture distinct types of measurement errors (also in Table 4):

Table 4. Summary of physical-based QC criteria and thresholds.
Criterion Variable Thresholds and Conditions

Physical Range Limits Air temperature −40 °C to 60 °C
Soil temperature −20 °C to 60 °C
Relative humidity 0% to 100%
Barometric pressure 795 to 1,105 hPa
Wind speed 0 to 50 m/s
Wind direction 0° to 360°
Rain accumulation 0 to 200 mm/30 min
CO 0 to 150 ppm
Ozone 0 to 0.5 ppm
NO, NO2 0 to 12 ppm
PM1, PM2.5, PM10 0 to 2,000 µg/m3

Soil volumetric water content 0% to 100%
Vapor pressure deficit 0 to 10 kPa

Step Spike Air temperature >5 °C change between consecutive measurements
Relative humidity >25% change
Barometric pressure >10 hPa change
Wind speed >15 m/s change
Soil volumetric water content >10% change

Flat-Line (24 h) Air temperature <2 °C range
Relative humidity <0.5% range
Barometric pressure <1 hPa range
Soil volumetric water content <0.05% range
Soil temperature <0.05 °C range

Monotone Ramp (6 h) Air temperature Std. dev. < 0.15 °C; mean Δ ≥ 0.75 °C consistently
Jitter (6 h window) Air temperature Std. dev. > 5 °C

Relative humidity Std. dev. > 15%
Soil volumetric water content Std. dev. > 2%

Ultra-Low Variance (7 d) Soil temperature Std. dev. < 0.25 °C
Soil volumetric water content Std. dev. < 0.15%

High-Frequency Flip (3 h) Soil temperature Flip rate > 90%; Δ > 0.1 °C per interval
Soil volumetric water content Flip rate > 90%; Δ > 0.5% per interval

Persistent High Offset Air temperature >10 °C above 3-month median for ≥3 days
Relative humidity >15% above 3-month median for ≥3 days
Barometric pressure >10 hPa above 3-month median for ≥3 days
Soil volumetric water content >7.5% above 3-month median for ≥3 days
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● Physical Range Limits—Ensures all observations fall within physically meaningful 
bounds, capturing only clearly erroneous measurements. For instance, air temperature 
values outside −40 °C to 60 °C or Soil VWC exceeding 0%–100% are flagged. Similar 
conservative limits are defined for relative humidity, atmospheric pressure, wind 
speed, and pollutant concentrations (e.g., PM1/PM2.5/PM10) (Campbell et al., 2013).

● Step Spike—Identifies large, sudden changes between consecutive observations (30- 
min interval), such as >5°C for temperature or >10% for Soil VWC, often resulting 
from transient electronic or communication glitches (Taylor & Loescher, 2013).

● Flat-Line (24 h)—Flags periods of implausibly low variability that indicate sensor 
blockage or inactivity, applying thresholds such as a 2 °C range for air temperature 
or 0.05% for Soil VWC over 24 h (Foken & Wichura, 1996).

● Monotone Ramp (6 h)—Detects continuous, monotonic increases or decreases sug
gestive of calibration drift. This condition requires a standard deviation < 0.15 °C and 
a consistent average incremental change ≥ 0.75 °C per interval.

● Jitter (6 h window)—Highlights noisy or unstable data with excessive short-term 
variability, e.g., 6-h rolling standard deviation > 5 °C for temperature or >2% for Soil 
VWC (Taylor & Loescher, 2013).

● Ultra-Low Variance (7 d)—Flags suspiciously stable readings with very low long-term 
variability, such as 7-day standard deviation < 0.25°C for soil temperature or <0.15% 
for Soil VWC, often indicating malfunction or persistent bias (Campbell et al., 2013).

● High-Frequency Flip (3 h)—Detects frequent directional reversals in soil measure
ments (e.g., Soil VWC or soil temperature) where >90% of changes within 3 h alter
nate in sign with minimum magnitude differences of 0.5% or 0.1°C, indicating 
unstable sensor output (Taylor & Loescher, 2013).

● Persistent High Offset—Identifies prolonged deviations above expected baselines, 
such as air temperature > 10 °C or relative humidity > 15% above the 3-month 
median for ≥3 days, which may result from calibration drift, sensor contamination, 
or physical interference (Campbell et al., 2013).

3.2. Machine learning-based error detection

To complement the conservative physics-based quality control, we implement a machine 
learning (ML) approach specifically designed to detect anomalies and quantify the prob
ability that individual sensor measurements represent errors. This probabilistic modeling 
framework utilizes Positive-Unlabeled (PU) learning with an XGBoost classifier (Kiryo et al.,  
2017; Niu et al., 2016; Timmons et al., 2020).

In the PU-learning framework, measurements flagged by the conservative physics-based 
thresholds serve as the positive class (label = 1), representing confirmed anomalies with 
high confidence. All other measurements are treated as unlabeled samples (label = 0), rather 
than definitively negative (non-error). This approach acknowledges that some unlabeled 
data points may still contain subtle or context-specific anomalies undetected by the con
servative physical thresholds.

In total, the dataset used for model training comprises 3,693,888 records, of 
which 16,462 (≈ 0.45%) are physics-flagged positives and 3,677,426 (≈ 99.55%) are 
unlabeled samples. This highly imbalanced labeling reflects the typical conditions 
of semi-supervised environmental QC problems, where only a small fraction of 
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anomalies is explicitly identified while the remainder of the data have uncertain 
status. The PU-XGBoost model therefore learns to separate high-confidence anoma
lies from uncertain measurements without assuming that unflagged data are error- 
free.

We employ an XGBoost classifier due to its effectiveness in capturing complex feature 
interactions, robustness to noisy and imbalanced data, and ability to model non-linear 
relationships (Chen et al., 2015; Zhang et al., 2022 The model uses a comprehensive set of 
predictors derived from all meteorological and soil variables listed in Table 1 that provide 
continuous and reliable records across multiple sites.

The feature set used for the PU-XGBoost model comprises three main categories: (1) 
Temporal-statistical features; (2) Sensor-specific categorical features, describing the type 
and model of each sensor (e.g., BME280, BME680, AQT530, WXT536) and its site-level ID; 
and (3) Measurement-variable categorical features, representing the environmental vari
able measured (e.g., air temperature, humidity, barometric pressure, soil temperature, or 
VWC). The list of statistical features, engineered to capture temporal dynamics, statistical 
variability, and contextual information, are summarized below:

● Temporal Lag Features—Original observations shifted over multiple lag intervals 
(30 min–24 h) to capture short- and medium-term temporal dependence.

● Rolling Statistical Features—Moving-window means, standard deviations, minima, 
maxima, and ranges computed over 3-h, 6-h, 24-h, and 7-day windows to represent 
evolving variability.

● Differential Features—First and absolute differences between consecutive observa
tions to highlight abrupt changes or spikes.

● Site-Level Median Deviations—Deviation of each observation from the contempora
neous site-specific median to quantify cross-sensor inconsistencies.

● Persistent High-Offset Flags—Binary indicators of long-term deviations exceeding 
the physical thresholds defined in Section 3.1, linking the ML model to physics-based 
QC results.

● Cyclic Temporal Encodings—Hour-of-day and day-of-year transformed into sine- 
cosine pairs to capture diurnal and seasonal cycles.

● Sensor Metadata Encodings—Categorical variables describing sensor type (e.g., BME280, 
BME680, AQT530, WXT536) and measured parameter category (e.g., temperature, 
humidity, pressure, air quality, soil) providing contextual information to the model.

To prepare the data for the PU-XGBoost model, the raw time series were transformed into 
a final structured dataframe with dimensions N�M. Here, N = 3,693,888 represents the 
total number of 30-minute observational records collected across all 13 sites and variable 
types during the study period (October 2024 to April 2025). M = 77 represents the total 
number of predictor features, which includes the engineered temporal statistics (rolling 
means, minima, maxima, and variances over 3 h, 6 h, 24 h, and 7d windows), lag features, 
and categorical encodings for sensor metadata. The target variable is a binary vector of 
length N, where observations flagged by the physics-based QC are labeled as 1 (positive) 
and all other observations are labeled as 0 (unlabeled).

To ensure rigorous model performance, hyperparameter tuning was conducted using 
a 5-fold time-series cross-validation (CV) procedure. This temporal CV approach preserves 
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the chronological order of observations, preventing any leakage of future information 
into past training folds and thereby maintaining the validity and realism of model 
evaluation. Specifically, the dataset spanning October 2024 to April 2025 was sequentially 
divided into five continuous, non-overlapping folds. Given a total of approximately 
3.6 million 30-minute samples, each CV iteration used about 0.7 million observations 
(20%) as the validation (test) set and the remaining 2.9 million samples (80%) for training.

The final PU-XGBoost model produces probabilistic estimates of anomaly likelihood for 
each measurement, rather than binary classifications. Given the conservative nature of the 
physics-based criteria (used as the positive class reference), these probabilistic outputs do not 
aim to replicate physics-based flags exactly. Instead, they deliver detailed assessments that 
capture context-dependent deviations. We adopt XGBoost’s binary logistic objective, in which 
each tree contributes an additive log-odds prediction that is transformed to a probability with 
the sigmoid: 

Here, x denotes the input feature vector for a given observation (of dimension M = 77), 
and fk xð Þ represents the prediction score output by the k -th decision tree in the 
ensemble. The summation is performed over all trees in the model to compute the 
total log-odds. y ¼ 1 represents physics-flagged positives (confirmed anomalies), and 
unlabeled observations are coded as y ¼ 0 for PU training. The resulting probabilities 
(0–1) quantify anomaly likelihood and can be thresholded or ranked according to applica
tion-specific strictness; in this study we primarily analyze and report the probability 
distributions rather than enforcing a single hard cutoff.

To specifically address the significant class imbalance (0.45% positive vs. 99.55% 
unlabeled), we employed the scale_pos_weight (scale of positive samples) parameter in 
XGBoost. This parameter was calibrated to the ratio of the number of unlabeled samples 
to positive samples, balancing the positive and negative weights to ensure the model 
converges effectively despite the scarcity of anomaly labels.

All computations were implemented in Python 3.12 using the xgboost, scikit-learn, pandas, 
and NumPy libraries. Prior to training, all input predictors were standardized (z-score normal
ization) so that each feature had zero mean and unit variance. This scaling was applied after 
feature engineering and ensured consistent numerical behavior across variables with different 
physical units (e.g., °C, hPa, %). Although XGBoost models are inherently robust to feature 
scale, this normalization step improved training stability and consistency across folds in the 
cross-validation process. Figure 3 shows the overall flowchart of the QC framework.

Figure 3. Flowchart summarizing the end-to-end QC framework.
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For benchmarking, an unsupervised isolation forest model (Lesouple et al., 2021; Liu 
et al., 2008; Xu et al., 2017) was implemented under identical preprocessing and feature- 
engineering conditions as the PU-XGBoost model. The same 30-minute aggregated inputs 
and standardized predictors were used, including temporal lags, rolling statistics, and 
metadata encodings. This baseline comparison provided an unsupervised reference for 
evaluating the sensitivity and stability of the proposed hybrid QC framework.

4. Results

4.1. Physics-based error detection results

The conservative physics-based error detection approach summarized in Table 4 was first 
applied to the entire dataset to identify clearly anomalous sensor readings. This initial 
filtering identified 0.79% of all measurements as physically implausible.

The dominant source of anomalies was the 24-hour flat-line condition (42% of total 
error flags), indicative of prolonged sensor inactivity, communication breakdowns, or 
hardware malfunctions leading to constant readings. The second-largest source of errors 
was the persistent high offset anomaly (33%), where sensor readings consistently deviate 
above expected baselines for extended periods. Such persistent deviations often suggest 
calibration drift, sensor contamination, or physical damage to sensor shielding.

Less frequent were the 7-day low variance issues (11%), signaling extended periods of 
abnormally low sensor variability, potentially caused by sensor degradation, data transmission 
issues, or physical blockage. Similarly, the 6-hour jitter anomalies (11%), characterized by 
excessive short-term fluctuations, often indicate electronic noise, environmental interference, 
or sensor instability. The remaining errors accounted for less than 2% of total errors each.

Although most variables demonstrated low error rates (less than 0.1%), a small number of 
sensors and variable combination exhibited notably elevated error frequencies. For 
instance, barometric pressure measurements from the BME680 sensor located at node 
W0A0 showed a very high error rate of 32% due to 24-hour flat line, suggesting chronic 
sensor instability or repeated data transmission problems. Additionally, soil temperature at 
60 cm depth from the one of the MFL nodes (MNLA010B) at W0A0 showed a 17% anomaly 
rate due to flat line and jitter, likely reflecting issues related to sensor placement or soil 
moisture intrusion. An overview of the physics-based QC outcomes is provided in Figure 4.

Figure 4. Overview of physics-based anomaly detection results. (a) Distribution of error sources across 
all sensors and variables. (b) Top 10 sensor-variable combination ranked by physics-based error rate.
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4.2. PU-XGBoost error detection results

A grid search algorithm was used to optimize the hyperparameters used for the PU- 
XGBoost model. The selected optimal parameters and search range are shown in Table 5. 
Leveraging the PU-XGBoost framework, we estimate the probability that each individual 
sensor measurement represents an error.

First, we evaluated the model’s performance using 5-fold CV. Because the PU-XGBoost 
produces continuous anomaly probabilities rather than binary error flags, it was necessary 
to determine an optimal probability threshold for classification. Multiple thresholds were 
tested to maximize the Area Under the Receiver Operating Characteristic curve (AUC-ROC) 
, and the optimal cutoff was found to be 0.79. Based on this threshold, standard classifica
tion metrics—including accuracy, precision, recall, and F1 score—were computed and 
summarized in Table 6. As a baseline comparison, an isolation forest model was trained 
using the same dataset and evaluation procedure, with the AUC-ROC optimized threshold 
of its own. Its overall performance was consistently inferior to that of the PU-XGBoost 
model, supporting the suitability of the proposed semi-supervised approach for anomaly 
detection.

Table 7 compares the distribution of these anomaly probabilities between two groups: 
(1) measurements flagged as errors by the conservative physics-based criteria (Physics- 
based Error), and (2) those that were not flagged (Physics-based non-Error). This compar
ison illustrates how closely the probabilistic model aligns with the physics-based detec
tion while also revealing its ability to capture additional subtle irregularities.

The results show a clear and strong correspondence between the two approaches. 
Nearly all measurements flagged by the physics-based QC exhibit extremely high 
anomaly probabilities (median > 0.99), confirming that the PU-XGBoost model effec
tively recognizes clear-cut, severe anomalies. Conversely, the majority of measure
ments that passed the physics-based check display very low probabilities, indicating 
high data reliability.

However, a small fraction of these unflagged observations shows moderately elevated 
probabilities (above the 95th percentile). These outliers highlight the model’s capacity to 
identify context-dependent or gradual anomalies that conservative physical thresholds 

Table 5. Optimized hyperparameters for the PU-XGBoost classifier.
Model Hyperparameter Optimized Value Search Range

XGBoost Classifier Max Depth 6 2, 3, 4, 5, 6, 7, 8, 9
Learning Rate 0.01 0.001, 0.005, 0.01, 0.05, 0.1, 0.5
Subsample 1 0.5, 0.6, 0.7, 0.8, 0.9, 1
Colsample by Tree 0.8 0.5, 0.6, 0.7, 0.8, 0.9, 1
Number of Estimators 300 50, 100, 150, 200, 250, 300, 350, 400, 450, 500
Scale Positive Weight 220 Ratio of negative to positive samples

Table 6. Model performance statistics from 5-fold cross-validation for the PU-XGBoost and Isolation 
Forest models.

Model Dataset Accuracy Precision Recall F1 Score

PU-XGBoost Training 0.99867 0.7415 1.0000 0.8516
Validation 0.9979 0.6882 0.9998 0.8152

Isolation Forest Training 0.9958 0.4963 1.0000 0.6634
Validation 0.9946 0.4528 1.0000 0.6233
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may overlook—for instance, emerging calibration drift, environmental interference, or 
subtle multi-variable inconsistencies.

This clear contrast between the two distributions, as summarized in Table 7, demon
strates that the probabilistic machine learning approach effectively complements physics- 
based error detection by providing a graded and sensitive assessment of data quality. The 
probabilistic outputs can therefore inform downstream modeling and analysis by expli
citly quantifying uncertainty and reducing the risk of discarding useful, yet slightly 
irregular, measurements.

4.3. Feature importance in PU-XGBoost

The importance of features used in the PU-XGBoost model is analyzed to determine which 
factors most strongly influence anomaly-detection performance. Feature importance is 
quantified using the GAIN metric provided by the XGBoost algorithm, which represents 
the average improvement in the model’s log-loss when the feature is used for splitting. 
A higher GAIN value therefore indicates a larger contribution to reducing predictive 
uncertainty rather than a higher number of flagged anomalies. For interpretability, the 
GAIN values were further aggregated by feature family (e.g., temporal lags, rolling 
statistics, metadata encodings) to compare the relative influence of different feature 
groups.

In addition to numerical predictors, the PU-XGBoost incorporates categorical encod
ings for sensor type, measured variable, and site ID. These contextual features allow the 
model to capture both local behaviors specific to individual sensors and shared physical 
relationships across the network. As a result, the model can effectively generalize anom
aly-detection rules across heterogeneous sensor configurations and locations while main
taining sensitivity to site-specific operational characteristics. The feature set analyzed 
comprises three distinct types:

Table 7. Comparison of anomaly probability distributions derived from the PU-XGBoost model for two 
data groups defined by physics-based quality control: (i) measurements flagged as errors (“physics- 
based Error”) and (ii) those not flagged (“physics-based non-Error”). The consistently high probabilities 
among physics-based errors confirm strong model agreement, while occasional elevated probabilities 
among non-error cases indicate additional subtle anomalies detected by the PU-XGBoost model.

Percentile Physics-based Error (16,462 Samples) Physics-based non-Error (3,677,426 Samples)

0 0.5830 0.000
0.5 0.9273 0.000
1 0.9551 0.000
5 0.9850 0.000
10 0.9910 0.000
25 0.9959 0.000
50 0.9982 0.000
75 0.9924 0.0002
90 0.9997 0.0015
95 0.9998 0.0043
99 0.9999 0.0495
99.5 0.9999 0.1825
100 0.9999 0.9992
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● Statistical Features (e.g., rolling means, minimum, maximum values): These features 
quantify short-term temporal patterns and deviations within the sensor data over 
rolling windows ranging from 3 hours to 7 days.

● Sensor-Type Categorical Features (e.g., sensor type: WXT, AQT, BME280, BME680): 
These categorical encodings allow the model to leverage sensor-specific anomaly 
characteristics that might differ based on sensor design or environmental exposure.

● Measured-Variable Categorical Features (e.g., humidity, pressure, temperature): 
These indicate the physical variables monitored, enabling the model to capture 
systematic differences in error behavior across different measured parameters.

Table 8 presents the top 15 features based on their importance (GAIN). Among these, 
statistical features calculated over rolling temporal windows are particularly significant, 
underscoring the importance of temporal context for effective anomaly detection. For 
instance, the most influential feature (6-hour rolling minimum) suggests its critical role in 
distinguishing normal sensor readings from subtle or transient anomalies. Similarly, 
longer temporal windows (24-hour rolling minimum) and short-term rolling means 
(3-hour rolling mean) also emerge as vital features, reflecting the relevance of sustained 
deviations from typical measurement patterns.

Categorical features representing sensor types (e.g., WXT and AQT sensors) exhibit 
substantial importance as well, indicating that anomaly signatures differ notably by 
sensor hardware. Specifically, the WXT sensors has the second-highest GAIN value overall, 
highlighting that measurements from WXT sensors often show unique or pronounced 
anomaly patterns. Similarly, the BME680 sensor type, commonly used for atmospheric 
pressure and temperature measurements, exhibits notable GAIN, emphasizing sensor- 
specific influences on data quality.

Among the measured variables, humidity, pressure, and WXT-related parameters 
emerged as particularly informative for the PU-XGBoost model. Their high feature- 
importance values do not simply indicate that these sensors produce more fre
quent errors; rather, they reflect the strong discriminative contribution of these 
predictors in distinguishing anomalous from nominal conditions. WXT sensors 

Table 8. Top 15 features contributing to anomaly detection in the PU-XGBoost model, ranked by the 
GAIN metric.

Rank Feature Name Type GAIN

1 6-hour rolling minimum Numeric rolling feature 522.5
2 Sensor type: WXT Categorical sensor-type indicator 294.2
3 Variable type: Humidity Categorical variable indicator 235.3
4 24-hour rolling minimum Numeric rolling feature 231.7
5 Sensor type: AQT Categorical sensor-type indicator 155.6
6 3-hour rolling mean Numeric rolling feature 142.7
7 6-hour rolling maximum Numeric rolling feature 121.9
8 Current observed value Numeric instantaneous feature 115.3
9 3-hour rolling minimum Numeric rolling feature 93.5
10 Variable type: Barometric Pressure Categorical variable indicator 92.2
11 Lagged observation (30-min) Numeric lag feature 85.6
12 Sensor type: BME680 Categorical sensor-type indicator 65.0
13 3-hour rolling maximum Numeric rolling feature 55.1
14 Variable type: Vapor Pressure Deficit Categorical variable indicator 50.4
15 Variable type: Water Temperature Categorical variable indicator 47.6

16 J. LEE ET AL.



record multiple atmospheric parameters (e.g., wind speed, direction, rainfall, 
humidity, and temperature) at a higher sampling frequency than other sensor 
types, resulting in a broader and more dynamic representation of environmental 
variability. This richer data stream allows the model to better learn subtle patterns 
that differentiate true physical variability from sensor anomalies, which can man
ifest under rapidly changing weather conditions. Similarly, humidity and pressure 
variables often exhibit complex, context-dependent variability that affects multiple 
sensing processes across the network. These parameters are inherently more 
sensitive to environmental noise, condensation, and calibration drift, making 
them effective indicators of compound or transient anomaly states. Furthermore, 
variations in humidity and pressure can indirectly signal environmental conditions 
that stress sensor reliability—such as strong pressure gradients during storms or 
low-humidity, high-temperature regimes during heat waves. Consequently, the 
elevated importance of these variables and sensor types reflects their multifaceted 
role as both direct indicators of sensor stress and contextual predictors that 
enhance the model’s ability to detect anomalies across heterogeneous sensor 
configurations and operational environments.

Comparing across these different feature types (statistical, sensor-type, and variable- 
type) is possible because the XGBoost model inherently evaluates all features simulta
neously based on their effectiveness in reducing prediction error. Although these feature 
groups represent conceptually different information—such as sensor hardware differ
ences versus temporal trends in measurements—the model aggregates these diverse 
contributions into a unified measure of importance.

To assess the stability of feature-importance estimates under class imbalance, the 
model was retrained after randomly reducing the number of positive samples to 90%, 
80%, and 50% of the original count. This procedure was conducted solely to verify the 
robustness of the GAIN metric against data scarcity and was not used as a data balancing 
strategy for the final model training. The resulting rankings were highly consistent, 
indicating that the GAIN metric is robust to label imbalance in this PU-learning setup. 
This is partly because the XGBoost performs gradient-based optimization and internal 
weighting at each split, normalizing contributions from minority samples.

Overall, this analysis confirms that a combination of temporal statistical metrics, 
sensor-specific characteristics, and measured environmental variables collectively 
enhances anomaly detection performance, providing detailed and context-sensitive 
error identification beyond simpler threshold-based approaches. Furthermore, the feature 
importance analysis highlights specific sensors, variables, and temporal conditions that 
significantly influence the model’s predictions, thereby pinpointing areas that may 
require proactive maintenance, targeted sensor calibration, or heightened monitoring 
to ensure sustained data quality and system reliability.

4.4. Visual inspection of errors

Visual inspections of sensor data further illustrate the complementary strengths of phy
sics-based and PU-XGBoost error detection methods. Figure 5 provides representative 
examples comparing anomalies identified by both methods across diverse sensor types 
and conditions.
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Figure 5. Visual comparison of sensor anomalies identified by physics-based and ML-based methods 
across diverse sensors and measurement conditions. Left-hand panels (a, c, e, g, i) show anomalies 
flagged by conservative physics-based criteria (red dots), while right-hand panels (b, d, f, h, j) illustrate 
the corresponding ML-derived probabilities of error (color bar, 0–1 scale).
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Figure 5(a–d) demonstrate that the PU-XGBoost model robustly captures obvious 
anomalies already detected by physics-based methods, particularly errors arising from 
persistent offsets (Figure 5(a–b)) and prolonged flat lines (Figure 5(c–d)). These cases 
emphasize the strong alignment with clearly anomalous readings, as indicated quantita
tively by the extremely high probabilities assigned to physics-flagged errors. The ML 
model, therefore, provides strong confirmation and supports these known sensor issues 
identified by physical criteria, effectively validating sensor maintenance needs and ensur
ing reliability.

In Figure 5(e–f), the complementary value of the ML-based approach becomes 
more evident, capturing subtler anomalies that were not flagged by the conserva
tive physics-based method. The BME680 temperature sensor readings at W08B lack 
a clear and consistent diurnal cycle in certain periods (particularly in late October), 
suggesting potential sensor irregularities. The ML model assigns moderate-to-high 
error probabilities (40%–90%) to these ambiguous intervals. For the early-October 
window, the PU-XGBoost assigned moderate anomaly probabilities despite an 
apparent diurnal cycle. This behavior reflects context-dependent inconsistencies— 
elevated cross-sensor RMSE together with reduced diurnal amplitude and a phase 
shift relative to neighboring nodes—captured by the probabilistic model while 
remaining below binary physics-based thresholds. A Mann–Whitney U test con
firmed that the mean cross-sensor RMSE during Oct 1–6 (19.0 °C) was significantly 
higher than during Oct 7–Nov 1 (16.7 °C, U = 243,871, p < 10−52), supporting that 
the early-October anomalies correspond to statistically distinct network discrepan
cies rather than random variability.

Figure 5(g–j) illustrates scenarios with minimal anomalies—specifically particulate 
matter (PM10) from W0A4-AQT and wind speed from W0A0-WXT. Here, both physics- 
based and ML-based methods do not flag significant errors, reflecting confidence in the 
sensor data quality. However, the ML-based model assigns elevated error probabilities 
(around 20%–30%) to isolated, unusually high PM10 measurements (Figure 5(h)). 
Although these cases are not definitively anomalous, the moderate error probabilities 
imply uncertainty about the reliability of these data. Users can interpret these moderate 
error probabilities as indicators of data points requiring caution, possibly warranting 
closer examination or cross-validation with other data sources before use in sensitive 
analyses.

To evaluate the robustness of the proposed PU-learning framework, we also diagnosed 
the visual performance of isolation forest model. Its performance was qualitatively 
assessed by comparing anomaly occurrence patterns and overlap with physics-based 
flags. The Isolation Forest tended to over-flag transient fluctuations, consistent with result 
in Table 6, detecting roughly twice as many anomalies as the PU-XGBoost under compar
able contamination settings.

4.5. Sensor and variable-specific error analysis

The analysis of site-sensor combinations ranked by the mean ML-based error probability 
reveals distinct spatial and sensor-specific patterns of heightened anomaly likelihood. 
Here, the ML-based error percentage represents the average predicted probability of 
being anomalous across all 30-minute observations for each site-sensor pair, rather than 
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a thresholded (binary) error rate. This continuous formulation captures gradual differ
ences in anomaly intensity and provides a more nuanced view of sensor reliability across 
the network.

Here we calculate the ML-based error percentage as the mean of all anomaly prob
abilities produced by the PU-XGBoost model for each sensor or variable, rather than 
binary classification with threshold value. This continuous metric captures the expected 
likelihood of anomalies without requiring a fixed probability threshold.

The highest ML-based error rate is observed for the BME680 sensor at site W0A0, 
exceeding 8%, suggesting persistent issues potentially related to sensor calibration error, 
sensor damage, or physical interference (Figure 6). Similarly, BME680 sensors at sites 
W08B and W096 also exhibit elevated error percentages (approximately 4%–6%), reinfor
cing the hypothesis of common sensor-specific vulnerabilities across multiple deploy
ment locations. Notably, the subsurface MFR node MNLA4O10B at W0A0, also shows 
a relatively high anomaly rate, which aligns with earlier findings highlighting reliability 
challenges in subsurface data due to environmental factors like moisture intrusion, sensor 
placement issues, or networking issues.

Variable-level examination based on ML-based error percentages (Figure 6(b)) 
demonstrates the model’s enhanced sensitivity to specific measurement types, 

Figure 6. Sensor and variable-specific error analysis based on ML-derived anomaly probabilities. (a) 
Top 10 site-sensor combinations ranked by ML-based error percentage; (b) top 10 environmental 
variables ranked by ML-based error percentage.
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notably subsurface soil temperatures. Soil temperature measurements at deeper 
depths (30–60 cm) consistently exhibit the highest ML-based error rates, with soil 
temperature at 60 cm depth leading at over 4%. These elevated error rates are likely 
associated with challenges inherent to subsurface measurements, such as potential 
sensor exposure to environmental contamination, physical disturbances (e.g., soil 
moisture intrusion), or transmission issues arising from reduced wireless signal 
strength at increased depths. Nevertheless, it’s important to note that these 
observed error levels for deeper soil sensors are similar to error levels found for 
specific atmospheric sensors and notably lower than the errors documented for 
certain atmospheric measurements (such as the barometric pressure sensor at 
W0A0) described previously. Therefore, rather than broadly attributing higher error 
rates to all MFR or subsurface sensor deployments, these results emphasize the need 
to evaluate error patterns in the context of individual sensor characteristics and 
specific deployment locations.

5. Summary and discussion

5.1. Summary of results

This study developed and evaluated a hybrid QC framework that integrates physics-based 
thresholding with a probabilistic PU-XGBoost model to improve the reliability and inter
pretability of urban environmental sensor data. The results show that this combined 
approach enhances both sensitivity and flexibility in detecting anomalies compared 
with traditional rule-based QC methods.

The hybrid framework effectively differentiates between gross errors captured by 
conservative physics-based rules and more subtle, context-dependent deviations 
identified by the probabilistic model. The PU-XGBoost algorithm outputs anomaly 
probabilities rather than binary classifications, allowing users to assess confidence 
levels for each observation and make informed decisions regarding data inclusion 
or further inspection. Using the ROC–AUC criterion, the optimal probability thresh
old was determined to be 0.79, representing the best alignment with the physics- 
based model. This threshold, however, can be adjusted according to user prefer
ences or operational requirements. Overall, the PU-XGBoost approach outperformed 
the Isolation Forest method in both sensitivity and consistency.

Feature-importance analysis highlights that temporal statistical features—parti
cularly rolling minima and variance metrics over 6-hour and 24-hour windows—are 
the most influential predictors, indicating that many anomalies evolve gradually 
rather than appearing as isolated spikes. Sensor-type features (e.g., AQT, WXT, BME) 
and environmental variables such as humidity and pressure also play significant 
roles, reflecting hardware-specific sensitivities and environmental dependencies. 
Together, these results demonstrate that the hybrid physics-ML framework provides 
a robust and interpretable method for identifying both apparent and latent anoma
lies across urban sensor networks.
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5.2. Implication and comparison with previous approaches

Traditional physics-based QC methods are simple, transparent, and yield very low false- 
positive rates but are limited in sensitivity, often missing gradual drifts or compound 
errors that fall within physical ranges. The proposed hybrid framework builds upon this 
foundation by using the physics-based flags as high-confidence positive labels within 
a positive-unlabeled (PU) learning setup, thereby extending anomaly detection to ambig
uous cases without requiring exhaustive negative labels.

To benchmark performance, we compared the PU-XGBoost model against representative 
QC strategies. The physics-only baseline successfully eliminated clear outliers but can miss 
the anomalies detected by the probabilistic model. In contrast, an unsupervised Isolation 
Forest model trained on the same dataset exhibited unstable behavior, detecting more 
noise-like fluctuations while producing a noticeably higher false-positive rate, particularly 
for temperature and humidity variables. The PU-XGBoost framework achieved stronger 
detection sensitivity than the physics-based baseline and greater stability than the 
Isolation Forest, demonstrating a more balanced trade-off between precision and recall. 
This result reinforces the practical strength of the PU-learning formulation for semi- 
supervised QC tasks, where only positive (anomalous) samples can be confidently identified.

Compared with fully supervised classifiers, which require extensive labeled datasets 
rarely available in environmental monitoring, the PU-XGBoost maintains operational 
feasibility and interpretability while achieving comparable anomaly detection perfor
mance. Its probability-based outputs also align with operational needs, enabling flexible 
thresholds and integration with decision-making systems. These advantages position the 
hybrid approach as a bridge between traditional deterministic QC and more adaptive 
machine-learning methods documented in previous environmental sensing studies.

5.3. Practical implications for real-time operations

The probabilistic outputs generated by the PU-XGBoost model can be directly integrated 
into operational dashboards to enhance real-time sensor management within the 
CROCUS network. High anomaly probabilities (≥0.9) could trigger immediate mainte
nance alerts or automatic sensor diagnostics, while intermediate probabilities (0.6–0.9) 
may flag data for analyst review. This probabilistic prioritization enables adaptive main
tenance scheduling that balances diagnostic accuracy and resource constraints.

A real-time CROCUS QC dashboard could visualize node-level median probabilities and 
short-term anomaly trends, linking these with sensor metadata such as type, age, and 
calibration history. Over time, accumulated probability metrics would help identify per
sistent degradation patterns, enabling proactive calibration or replacement before data 
quality deteriorates.

Beyond CROCUS, this workflow can be readily adapted for other urban or regional 
monitoring systems. The modular architecture—comprising physics-based flagging, fea
ture engineering, standardization, and PU-based anomaly scoring—can be reused with 
minimal code or design changes. Recalibration of physical thresholds, rolling window 
lengths, and probability cutoffs would tailor the model to local climates and sensor 
characteristics. Regular retraining using newly verified anomalies would further improve 
adaptability and resilience across diverse environmental contexts.
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5.4. Limitations and future directions

While the hybrid QC framework successfully enhances sensitivity and interpretability, it 
still depends on the accuracy of physics-based flags that define the positive class. Any 
errors systematically missed by these criteria remain underrepresented, potentially limit
ing detection of entirely novel failure modes. Additionally, although the approach demon
strated strong performance across the Chicago-based CROCUS deployment, 
generalization to other cities and sensor types requires validation under different envir
onmental and infrastructural settings.

The current implementation also inherits the limitations of rule-based labeling, as the 
physics-flagged anomalies used for training may not comprehensively represent the full 
spectrum of error behaviors. Future work will therefore focus on expanding the training 
dataset to include larger, multi-city observations and developing semi-supervised learn
ing extensions that combine labeled and unlabeled data. Such approaches could improve 
the model’s robustness and facilitate more reliable cross-domain generalization.

Further methodological advancements could incorporate unsupervised or adaptive 
extensions— such as autoencoder-based residual analysis, cross-sensor consistency 
checks, or temporal-coherence metrics—to identify new classes of anomalies not cap
tured by current thresholds. Integrating human-verified feedback and implementing 
periodic model retraining will further enhance robustness and reduce dependency on 
static physical labels. Over the longer term, advancing toward a self-adaptive QC system 
that continuously learns from operational feedback could enable autonomous, real-time 
monitoring across expanding urban sensor networks.

6. Conclusion

This study presents a hybrid QC framework that merges physics-based thresholds with 
a probabilistic PU-XGBoost model to evaluate and enhance data quality in dense urban 
environmental sensor networks. The framework improves sensitivity to subtle, context- 
dependent anomalies while preserving the interpretability and conservatism of physics- 
based QC methods.

By producing probabilistic anomaly likelihoods, the approach supports graded, con
fidence-based decisions for data management and maintenance prioritization. In bench
marking analyses, the PU-XGBoost outperformed a purely physics-based baseline and 
exhibited greater stability and lower false-positive behavior than an unsupervised 
Isolation Forest, confirming its suitability for semi-supervised QC where only positive 
(anomalous) labels are reliable.

The workflow can be seamlessly integrated into real-time dashboards to trigger auto
mated alerts and facilitate proactive maintenance. Its modular and transferable design 
allows for application to other urban monitoring systems with modest recalibration of 
thresholds and retraining frequency. Future work will focus on integrating unsupervised 
consistency measures, adaptive retraining, and human-in-the-loop feedback to develop 
a scalable, interpretable, and self-improving QC system for next-generation urban sensing 
networks.
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